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Site survey guide
1. Introduction 
This document provides Site Survey guidelines for the Wifi Service Partners on how to complete an on-site IHG Connect survey to the required IHG standard.


2. Site Survey Requirements 

2.1 Site Survey Requirements Summary – Marketplace Portal 
The files and documents listed below are the minimum requirements for a site survey; once completed, these documents should be uploaded onto the IHG Integrators Portal as part of the site survey process:


1. AirMagnet or Ekahau Site Survey - showing all hotel area heat maps in 5GHz radio at no less than – 65 dBm signal coverage. Please include site survey access points/ssid only. 

2. Raw project files for AirMagnet or Ekahau (multiple zip files are acceptable, file size limit is 25MB.)

3. PDF reports of the heat maps.

4. A network diagram of the proposed network design that shows the number of devices connected to each switch, a legend showing the cabling types and clearly labelled levels/IDFs/device types.

5. AP location document, showing the proposed locations of access points throughout the hotel.

6. Cabling scope that outlines any cabling works required, whether it be moves, new runs or confirming who is responsible for it.

7. Bill of Materials required for the proposed network design.

8. A list of guest network services, current and planned.

9. Please refer to the IHG Site Survey summary template to ensure all relevant information is attained.







2.2 Site Survey Prerequisites 
• Knowledge of IEEE 802.11 Wireless standards and Wireless LAN design. 

• AirMagnet or Ekahau survey software. 
• Experience or training with working with AirMagnet or Ekahau survey software. 

• The correct Meraki or Aruba AP required for a wireless site survey. 

• Laser distance measuring tool or measuring tape. 

• Confirm and agree a site survey date with the hotel project manager or primary contact. 
• Ensure a copy of the hotel floorplans have been received. 
• Liaise with the hotel primary contact to ensure you have planned access to all areas of the hotel included in the wireless coverage scope. It may be necessary to work with the operations teams such as engineering and housekeeping to gain access and complete this work, however, this must be arranged and confirmed before arriving on site.



I HAVE REMOVED THE SECTION ON INTER FLOOR PROPAGATION



2.3 Pre-Installation Site Survey Requirements


· Site surveys for existing hotels must be conducted on-site and not be predictive. Awareness of building construction material, space/rack space in MDF, IDF, and existing conduit/cabling access is important to provide accurate cost estimates. 

· Load floor plans into AirMagnet/Ekahau. Please make sure that floor map images are to scale, and the image is not stretched or skewed. Confirm the validity of the floor plans as you walk through the property.

· Take distance measurements when on premise to size the floor plans correctly prior to site survey. 

· Please select Environment (High Density for hotels) and AP set to 17dB TX power in survey mode.

· You should take note how far the signal propagates away from the AP and may set signal propagation to current hotel environment. 

· Identify high density areas: 

High Density Wifi Deployment recommendation for the large event spaces: 

1. High-density areas with less than a maximum capacity of 50 people should require only one access point. The suggested access point model is MR46. Boardrooms or similar can use smaller APs on a case-by-case basis. 
2. High density areas with a capacity exceeding 50 people will require capacity planning using the IHG configuration guidelines. Please note, that in large high-density areas, it is recommended to disable 2.4GHz to minimise interference. 

· For detailed information please refer to the Meraki High Density Wifi Deployment Guide: https://documentation.meraki.com/Architectures_and_Best_Practices/Cisco_Meraki_Best_Practice_Design/Best_Practice_Design_-_MR_Wireless/High_Density_Wi-Fi_Deployments


· Physically position access points and specify location on floor plans. 

· Plan your walking path including corners of the rooms before you begin survey. Take readings on both sides of the wall and along the perimeter of the rooms. 

· Take readings around the outside of hotel if required. 

· The path taken must be displayed in the survey software.

· Ensure that adequate cabling/access hatches etc. exists to ensure nothing is missed. 

· Locate “dead spots” for RF coverage and document it. 











Site Survey Path Example:
[image: ]

Site Survey Heat Map Example: 
Please set signal dBm to -65 5GHz
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Network Diagram Example:
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3. Signal Coverage 

3.1 Power, Channels and Access Points 

All 5 GHz radios should be manually set to 17 dBm during testing. Please include all areas of the hotel that requires wireless coverage. 
MR36H access point has lower output compared with the MR36. The MR36H should only be used if the hotel is installing an AP in every room or if the switching functionality on the AP is required. 

Please note, the maximum power TX (Radio dBm) will be reduced automatically, if it exceeds the limit of EU power regulations.

3.2 EU Compliance Information 
The regulatory requirements for wireless LANs in the European Union are specified by The Centres of Excellence (CE). Below is the maximum allowed EIRP as specified by the CE.

[image: ]

EIRP is calculated by adding the transmit strength of the radio and gain of the antenna while subtracting the loss of the cabling between the radio and antenna. These values are provided by the manufacturer. 
EIRP = transmit strength (dBm) + antenna gain (dBi) – cable loss (dB) 
For example, if the APs output power is 21dBm, the cable loss is 1dB, and the max EIRP for the band is 1W or 30dB, an antenna with a gain of up to 10dBi can be used within the legal maximum EIRP.
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I HAVE REMOVED THE Post-validation Passive Survey  section

4. Post install survey
4.1 Signal Strength Verification 

On-site verification of defined signal coverage is performed to confirm that the wireless network is working in accordance with the IHG Connect specifications. Post-installation verification provides an assurance of correct coverage while an extended verification documents signal coverage levels both above and below the target specifications.

4.2 Site Survey and Guest wireless adapter

Ekahau side kick is allowed, as well as any standard AirMagnet adapters.

5.3 Configuring access points for site survey mode

The site survey should be completed to the standards outlined below; the objective is to ensure the hotel has 100% coverage at -65 dBm using 5 GHz at 17 dBm power settings.


Meraki AP survey mode:
https://documentation.meraki.com/MR/Wi-Fi_Basics_and_Best_Practices/Conducting_Site_Surveys_with_MR_Access_Points

Aruba AP survey mode:
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6. Access Point Installation notes 

Generally, the preferred approach is to install the wireless access points into guest rooms. However, depending on the hotel requirements and construction considerations, installations may be considered in the floor corridors to avoid additional costs; this is subject to the survey proving that the IHG Connect Wifi standards are met. The preferred AP models are MR36 for guest and MR46 for conference areas and MR36H for in room.
Some hotels may have a requirement for either switching capabilities in room or require an access point in each room. 






8. General survey guidelines

· Make sure any information that you think IHG needs to know to approve is included from the start.
· Make sure network diagram has all relevant info, legend, how many switch ports are used as each location, so I can check PoE draw etc. Port map doc is also ok.
· Do not upload irrelevant information or blank docs. No blank floorplans or duplicates of the same files in different formats.
· IHG prefers to receive searchable files for review, spreadsheets or PDFs. 
· Do not include admin hardware in the same project as this will not be reviewed. 
· Make sure you check event space capacity. Otherwise, IHG cannot confirm AP numbers or MX size.
· Our templates are preferences, but if you do your own the same mandatory info must be there.
· Make sure to add information in the scope of works/cabling scope section.
· Survey software project files must be uploaded.
· For AirMagnet users – create a filtered data set that shows only the tested SSID and make sure it includes all the relevant access points in the list. 
· Check your uploads to ensure that zip archives and survey software projects files are reviewable.
· Name documents so they make sense and in English, as VENDOR-INNCODE-TYPE – example: AT-visions-INNCODE-network diagram
· Always keep less costly option in mind. Can a less costly hardware model be used?
· Make sure the BoM from the survey is used when creating proposal, if any deviations we need to re-approve.
· Make sure the list of network services is checked.
· The MX or Aruba gateway size calculation must take in to account the event space capacity.

It is important to remember, that you cannot change the BoM for your proposal without having it re-approved and relevant docs uploaded to Salesforce.


IHG Connect network configuration guidelines - Meraki

1. Introduction 

The purpose of the document is to provide the approved IHG Wi-Fi service partners with information needed to configure, manage, and operate a seamless Cisco Meraki network across IHG properties. 

For help, advice, or assistance with anything in this guide, please contact IHGConnectEMEAA@ihg.com

2. IHG EMEAA network creation process 

All partners and hotels must follow the Salesforce process using the IHG Marketplace and the Vendor Portal. Only by following this process will a network be created. 
For training and documentation please visit the IHG Connect Approved Wi-Fi Service Partners site https://ihg.sharepoint.com/sites/euwsps.
Note that for Meraki the network is created by IHG, but for Aruba the MSP needs to contact Aruba for assistance.

Once you have received the hardware shipping confirmation, upload the relevant information to Salesforce. This will be either the Meraki order number or a list of serial numbers. Ensure to remove any admin network hardware from this before adding to Salesforce.

3. EDGE FIAS Interface 
To configure the SSID with the IHG Connect splash page (or Wi-Fi login page), a FIAS interface must be installed in the hotel. This is a mandatory requirement. 

Summary 
The (Bellinta) EDGE FIAS interface connects the hotel’s Property Management System (PMS) to EDGE services in the AWS cloud. Once connected, guest check-in and check-out messages are sent to the database in AWS. For IHG Connect, this enables the splash page functionality and guest experience. 
· Guests can login to the Wi-Fi using their last name and room number. 
· IHG ONE REWARDS guests can choose to be remembered and connect automatically on repeat visits or in other IHG Connect Wi-Fi enabled hotels. 
· Login can also be achieved using an access code. 

RADIUS server authentication is enabled on the IHG ONE REWARDS Free WI-FI SSID in the Meraki dashboard and the splash page is configured.

An overview:
[image: ]

To activate the EDGE FIAS interface there are three parts. 

1. Installation of the FIAS interface. This is arranged by the IHG EDGE team. Once the network task has been completed in IHG Marketplace, email EDGE.EMEAA@ihg.com and introduce your hotel or IT contact to the team. A PMS licence may be required, along with subnet information to configure services in AWS. 
2. Configuration of the IHG Connect network. This should be completed by the integration partner as part of the IHG Connect installation. For detailed instructions, please refer to the document “IHG EDGE - PMS Interface Hotel Setup guide (EMEAA EDGE Hosted vNUC)”. You will need to configure VLAN 999, assign a port to connect to the admin firewall and add in a static route. 
3. Configuration of the admin firewall. The hotel IT or support company should also configure VLAN 999 and configure an interface port on the firewall, add in the required firewall rules and routes and connect the port to the corresponding MX port. Same guide used as in step two above.


4. Splash page activation. Once the interface has been installed and all the configuration has been completed, the IHG EDGE team will enable the VPN from the Meraki dashboard to AWS. Once the interface is successfully connected, the team will arrange to activate the splash page. 

For Aruba the VPN configuration is completed by the MSP with the assistance of Aruba.






I HAVE REMOVED THE GETTING STARTED ON THE MERAKI DASHBOARD SECTION





5. Configuring the MX security appliance

5.1 IHG Connect MX sizing guide. 
The latest sizing guide can be found on the IHG Connect Approved Wi-Fi Service Partners SharePoint site https://ihg.sharepoint.com/sites/euwsps

Note that this is a guideline and not all MX models are shown.
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Note that only one MX license is required for an HA pair.




5.2 Local status & configuration 

The Meraki MX appliance includes a local status and configuration interface that allows you to view information about WAN connectivity and traffic statistics, as well as apply IP configuration settings to the WAN port(s) and modify the speed and duplex settings of all ports on the appliance. 

The first step in making a hotel active is to access the local interface by connecting a computer to the management port of the MX appliance.
[image: ]
You should receive an IP address from DHCP. Once your computer has an IP address, navigate to either http://wired.meraki.com or http://setup.meraki.com in your web browser. This will bring up the status portion of the local interface:
[image: ]

Next, select the ‘Configure’ tab at the top of the screen and statically assign an available public WAN IP Address to the Internet 1 interface. If there are two Internet connections terminating on the MX, toggle LAN 2 to Internet 2 and statically set the secondary public WAN IP address to Internet 2.



5.3 MX security appliance naming convention

Configure name for each MX security appliance using naming convention as per example below: 
Hotel Code – SA Security Appliance – Appliance Number - Location
Primary: BAJEN-SA-01-MDF 
Spare: BAJEN-SA-02-MDF 
NB, naming conventions must be limited to 40 characters and contain only: 
Alphabet: A-Z (no special alphabet characters like á é í ó ú ü ä ö ñ etc. are allowed either) 
Numeric: 0-9 
Special characters: / - _ ( ) [ ]

Please navigate to Security & SD-WAN -> Monitor -> Appliance Status
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5.4 Addressing & VLANs configuration. 

1. VLANs 2000 and below are reserved for IHG use. Currently 100, 999, 1000 and 1050. 
2. Guest/Integrator networks should use 192.168.128.0/17 which allows integrators to use 192.168.128.1 through 192.168.255.254. IHG reserves 10.0.0.0/8, 172.16.0.0/10 and 192.168.188.0/24 subnets as we are currently using them. THIS NEEDS TO BE CONFIRMED, WHICH SUBNET STANDARD ARE WE GOING TO USE MOVING FORWARD?

To enable and configure VLANs and IP addressing schemes, first browse to the appropriate network using the drop-down box at the top of the dashboard. 
To enable VLANs: 
Navigate to Security & SD-WAN -> Configure -> Addressing & VLANs 
Under the option Routing, under the LAN setting, select VLANs
[image: ]

Note that the option for Single VLAN is enabled by default. 

After VLANs have been enabled you can add additional ones by clicking 'Add VLAN'.

[image: ]


1. Navigate to Security & SD-WAN -> Configure -> Addressing & VLANs 
2. Select Add a Local VLAN and add the following: 
3. VLAN 100 for Management (IHG Standard) 
4. VLAN 999 for AWS-PMS (IHG Standard for EDGE) 
5. VLAN 1000 for Guest Wireless (IHG Standard) 
6. VLAN 1050 for Guest Wired (IHG Standard) 
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5.5 MX per port VLAN configuration 

1. Navigate to Security & SD-WAN -> Configure -> Addressing & VLANs 
2. Scroll down to Per-port VLAN Settings 

The uplink ports to the switches will be configured as a trunk port to carry the VLANs that were configured in the previous step. Changes can be made to the MX LAN ports under Per-port VLAN configuration by selecting the check box beside the port number or by selecting multiple ports and clicking the Edit button. 

Note that some ports are used for internet connections and will not be displayed in the per-port VLAN settings; this is dependent on the model of MX device. 

3. Select the port or multiple ports using the check box and clicking edit 
4. Ensure a Native VLAN is defined for each active port 
5. Specify a port for the EDGE interface and assign VLAN 999 
6. As a security measure, all other ports must be disabled 

The Type determines if the LAN port is an access or trunk port. When connecting the MX to a switch that will carry multiple VLANs select trunk from the drop-down list. Traffic without an 802.1Q tag will be dropped by default unless a native VLAN is defined from the Native VLAN field. 
You can specify specific VLANs that the trunk port will allow from Allowed VLANs or choose to allow all VLANs to pass on the link.



5.6 DHCP configuration 

To configure DHCP on the MX Security Appliance, navigate to Security & SD-WAN -> Configure -> DHCP, and refer to the section for the desired VLAN/subnet.
 
MX devices and switches should have static IP addresses assigned in reserved range VLAN 100. If more than 30 addresses are required, then increase the reserved range accordingly. 
Access points will use DHCP in VLAN 100. 

Configure VLAN 100, 999, 1000 and 1050 as per the screenshots below:
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Click Save.





5.7 WAN load balancing 



The MX can be configured to use both of its uplinks for load balancing. When load balancing is enabled under Security & SD-WAN > Configure > SD-WAN & Traffic shaping, traffic flows will be distributed between the two uplinks. The load distribution is based on the WAN 1 and WAN 2 throughput configured under Uplink configuration, such that the uplink with more throughput will distribute more flows.
In the example below, WAN 1 is configured to pass 50Mb/s, and WAN 2 is configured to pass 10Mb/s. Since the download speed ratio is 5/1, for every five flows sent over WAN 1, a single flow will be sent over WAN 2:
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5.8 Firewall & traffic shaping per client 
Navigate to Wireless > Configure > Firewall & traffic shaping. 

Select the SSID from drop down menu “IHG ONE REWARDS Free WI-FI” 
Add a Deny Policy (Wireless clients accessing LAN) in the Outbound rules Section.

[image: ]

Note: Traffic shaping for the “IHG ONE REWARDS Free WI-FI” SSID is managed via the IHG Studio Dashboard, the setting in the Meraki dashboard is overridden. Other SSIDs are managed via Meraki.








5.9 Group policies L3 firewall rules for wired & wireless clients 

Group policies define a list of rules, restrictions, and other settings, that can be applied to devices to change how they are treated by the network. Group policies can be used on wireless and security appliance networks and can be applied through several manual and automated methods. We are going to create group policies to apply Layer 3 Firewall rules on a per VLAN basis to deny communication between clients on the Guest Network. 

1. Navigate to Network-wide -> Configure -> Group policies 
2. Click Add a group and create two new policies Deny Local LAN and Deny Local WLAN 
3. Scroll down to Firewall and traffic shaping and select Custom network firewall & shaping rules 
4. Create a Layer 3 Firewall policy denying access to any destination containing IP Addresses obtained by LAN clients on the network as per the below: 

Create two Group Policies, Deny Local LAN and Deny Local WLAN. Set the Layer 3 Firewall policy denying access to any destination containing IP Addresses obtained by WLAN guests clients on the network and add Layer 7 firewall rules to block P2P applications like in the examples below.
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Next, we need to add the group policies to the appropriate VLAN. 
Navigate to Security & SD-WAN-> Configure -> Addressing and VLANs 
Select VLAN 1000 and apply the Deny Local WLAN policy, and update.
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Do the same for VLAN 1050 and apply the Deny Local LAN policy and update/save.
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You’ll notice that the group policies have been added to the VLANs.
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From a guest perspective, there may be instances when a certain device cannot connect to the Wi-Fi as it may not have browser functionality to initiate the login. Therefore, we need to create another group policy which can be applied to a guest device, like an Xbox for example, which will give them connectivity while adhering to configured firewall and traffic shaping rules. We never Whitelist devices as we relinquish all control over them. 
1. Navigate to Network-wide -> Configure -> Group policies 
2. Click Add a group to create a new policy 
3. Name it Bypass Splash, then scroll down to the Wireless only section and change Splash to Bypass. 
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4. Save changes. 

Now all three policies have been created.
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5.10 Check & upgrade MX firmware 
To ensure the MX performs optimally, immediately following installation, it is recommended that a firmware upgrade is facilitated prior to going live. 
First, check if the connected MX firmware is up to date. 
Security & SD-WAN -> Monitor -> Appliance status -> Firmware
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The firmware will either be up to date and state the version or state Update available. 
If an update is available, click the hyperlink or navigate to 
Network-wide -> Configure -> General 
In the section for Firmware upgrades, for the Security Appliance, select Perform the upgrade now and click Save. The update will be performed immediately.
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5.10 MX security appliances high availability (warm spare) configuration 

If the ISP router has enough spare ports to connect both MX appliances directly, there is no requirement for the 8-port breakout switch.
Where there is only one router port available, the use of an 8-port WAN internet breakout switch is required, such as the MS130-8. 
Should you have two different ISP routers, each MX device should be connected to a separate port on the ISPs router. The connectivity should allow for full redundancy. 
The below configuration example uses only one ISP. 

1. The primary and secondary MX security appliances must be the same models and running the same firmware version. HA or Warm Spare setup requires only one Meraki licence. 
2. The MX devices will require one public IP address each, to configure basic connectivity and other networking parameters on these devices. 
3. Using a laptop, connect an ethernet cable from the machine to the management port on the MX device. 
4. Open a browser window on the laptop and access the MX local status page by browsing to http://setup.meraki.com
5. Click Uplink configuration under the Local status tab. The default credentials are the device serial number as the username, with a blank password. 
6. Choose Static for the IP Assignment option. 
7. Enter the IP address, subnet mask, default gateway IP and DNS server information. 
8. Verify that the primary MX device has been added to the newly created network in the IHG Connect organisation and you can see it in the dashboard. 
9. From the Appliance status page, select the Configure warm spare option. 
10. Click Enable, then select the secondary MX under the device serial dropdown. If you don’t see it listed, verify that the secondary device was in the original order and has been claimed in the IHG Connect organisation. 
11. Choose the MX uplink IP option and click Update. Save the changes. 
12. It may take a few minutes to sync between the two MX devices and you’ll notice that the status will change for the PRIMARY MX as Current master and the SPARE MX as Passive ready. 

More information can be found here: https://documentation.meraki.com/MX/Deployment_Guides/MX_Warm_Spare_-_High_Availability_Pair





6. MS switch configuration 
6.1 Network design & hardware specification 

To avoid situations where legacy, unmanaged switches sit between the Guest Network and the ISP, IHG Connect requires an 8 port Cisco Meraki switch to terminate the Guest Network and the Hotel’s Back Office Network and connect directly to ISP managed router. 
An additional switch may not be required if several ports are available directly on the ISP router. 
See example diagram below:
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1. If using a switch stack design on the core, connect uplinks from IDFs 50/50 across core switch stack. Please reference to network design above. 
2. Please use LACP Port-channels setup between MDF and IDFs should you have dual links available to the same IDF. Links in red and blue. 
3. Connecting switches within the same rack with patch (copper or fibre) cables can be allowed in certain scenarios, however the first preference is to stack or link via multi gig cabling. Please consider what will be the best price/performance for the hotel’s network.
4. Link between core SW2 and MX1 becomes active (STP) in the event of SW1 failure. 

Note: The MX ports do not have STP capability, this is done on the switch side.





6.2 Recommended deployment type & hardware specification

All designs require the core switch to be layer 3 capable. 

It is allowed to connect access points to the core switch if the performance impact has been considered.
All switches are recommended to be PoE, including the core. It is recommended that the PoE budgets are calculated using real world usage data, not the documented maximum draw.

It is recommended that the core switches are stacked, however, it is allowed to link edge switches in other ways depending on the scenario, if the reasons can be justified, and price/performance is considered.

A typical medium size hotel design:

· MX appliance in a HA pair
· MS130-8 port breakout switch
· C9300-M series core switches stacked
· MS130 or MS150 edge switches




6.4 Configure switch details.
 
Management information for each device can be configured by drilling down on that particular device in the Dashboard. 
1. Navigate to Switching -> Monitor -> Switches 
2. Select a switch 
3. Click Edit configuration 
4. Configure the switch name using the following naming convention: 

Hotel Code – Switch Number- Floor Number – Switch Location 
Second Floor: BAJEN-SW01-F02-IDF02WEST 
Ground Floor: BAJEN-SW02-F00-IDF03WEST 
Basement Level: BAJEN-SW03-F-1-MDF04WEST 
NB: naming conventions must be limited to 40 characters and contain only. 
Alphabet: A-Z (no special alphabet characters like á é í ó ú ü ä ö ñ etc. are allowed) 
Numeric: 0-9 
Special characters: / - _ ( ) [ ]



6.5 Global switch setting configuration 

By navigating to the Switch settings tab, you can review the global switch configurations that affect all switches within the network such as the management VLAN, spanning tree and quality of service etc.

The management VLAN is VLAN 100, and Rapid Spanning Tree Protocol (RSTP) must be enabled which is the default configuration. 
STP bridge priority will determine which switch is the STP root in the network. 

The switch with the lowest priority will become the root (MAC address is the tiebreaker) which is the default. If you would like to manually specify which of your switches is your root, you can do so by navigating to Configure -> Switch Settings and entering a new root bridge rule. For large properties with link redundancy, our recommendation is to configure the core switch downstream of the MX as the STP root. 
To set the management VLAN and verify RSTP is enabled: 
1. Navigate to Switch > Configure > Switch Settings 
2. Under VLAN configuration, configure the Management VLAN to 100 
3. Under STP configuration, confirm Spanning tree protocol is enabled 
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6.6 Switch port configuration 

Meraki switches allows you to configure ports through the Meraki dashboard. 

Virtual Stacking is allowed if the design requires it.
 
From the Configure -> Switch Ports page, you can name your ports, disable/enable ports, enable spanning tree (RSTP), define port types (access/trunk), and specify VLANs. 

All unused ports must be disabled.

VLANs must be pruned, only the VLANs that should be on a port should be allowed. Only uplink ports between switches are allowed to allow all VLANs if the correct management VLAN is configured.

Any switchport that connects to more than one host device must be in trunk mode, uplink ports, access points etc. A port going to only one device such as a server or PC, must be in access mode.


6.8 Configuration switch port isolation 

Port isolation is used to prevent traffic from being sent between specific ports. This can be configured in addition to an existing VLAN configuration, even client traffic within the same VLAN will be restricted. This article outlines how to configure isolated ports, as well as best practices and example implementations.

Isolated ports can either be configured on a per-port basis, or in bulk. The following instructions explain how to enable isolation in Dashboard: 
1. Navigate to the Dashboard network containing the switch/switches to be configured. 
2. Select Configure > Switch ports. 
3. Click the check box on the left of each port. 
4. Click the Edit button to edit the port configuration. 
5. Set Isolation to “enabled” in the configuration window. 
6. Select Update to save the configuration. 
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6.9 Check & upgrade MS firmware 

To ensure your MS devices perform optimally immediately following installation, it is recommended that a firmware upgrade is facilitated prior to going live. 

1. You can check if the connected MS firmware is up to date by individual switch Switching -> Monitor -> Switches -> Select the required switch -> Firmware 
2. The firmware will either be Up to date and state the version or state Update available If an update is available navigate to Network-wide -> Configure -> General -> Firmware Upgrades 
3. There is a section for Switch firmware, and you have various scheduling options. 
4. Select Perform the upgrade now and click Save changes, the update will be performed. 
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7. MR access point configuration 

7.1 Meraki access point overview 

Meraki APs have one Gigabit Ethernet RJ45 port that accepts 802.3at and 802.3af power (labelled “Eth0, PoE”) on the rear of the unit. This port should be used for uplink to the LAN. 

Access point can be powered using either the Meraki AC Adapter, PoE Injector or PoE switch. 

If the reset button is pressed and held for at least five seconds and then released, the access point will reboot and be restored to its original factory settings by deleting all configuration information stored on the unit. 

System Status 

The access points are equipped with a multi-colour LED light on the front of the unit on the top right to convey information about system functionality and performance. The LED shines through the faceplate of the AP. 

· Orange - AP is booting (permanent orange suggests hardware issue) 
· Blinking orange - AP can't find uplink 
· Rainbow - AP is initializing/scanning 
· Blue - AP in Gateway mode with clients 
· Blinking blue - AP is upgrading 
· Green - AP in Gateway mode with no clients 



The MR36H features 4 x LAN ports labelled 1 through 4. Port 1 may provide PoE 802.3af out to an end device if it is powered via a 802.3at power source. The access point can be powered via PoE using either the Meraki PoE Injector or a PoE switch. The MR36H will function in low power mode when powered by a 802.3af power source. While in low power mode, it will disable 802.3af out on the LAN1 port. Despite being in low power mode, the device can still supply full wireless capabilities. 
The MR36H features four green Ethernet status LEDs near the bottom of the faceplate. IHG recommends that once the installation has been completed, the LED lights are disabled to not disturb in room guests.

Network-wide > General -> Device configuration: AP LED Lights = On/Off (run dark)


7.2 Check & upgrade firmware 

To ensure your access points perform optimally, it is recommended that firmware upgrade is facilitated before the network goes live. 

Once the firmware upgrade has completed, check the device to ensure it is online, has the correct firmware version and is accepting client connections.


7.4 Optimise the mounting location. 

A good mounting location is important to get the best performance out of the access point. You should always follow the Meraki installation guide when mounting access points as it may vary by model and best practises. 

Keep the following in mind: 

1. The device should have unobstructed line of sight to most coverage areas. 
2. Power over Ethernet supports a maximum cable length of 100 m or 300 ft. 
3. Please check if wall plates for the MR36H are required. 





7.5 Access point placement. Best practice. 

Typically, hotel owners want to place access points in hallways, but having them in the rooms provides better in-room coverage.
Installing access points in the hallways are typically better protected from guest tampering, easier to get access to for maintenance purposes and installation costs can be lower. Consider physical security of access points by placing them higher or in harder to reach areas. 

If you’re providing wireless access to outdoor areas such as restaurant patio areas, swimming pools or courtyards, please use IP rated outdoor ruggedized access points, such as MR76/MR78 or MR86.


Public areas and high-density areas such as reception, conference rooms, fitness rooms, we recommend installing more than one access point. If the area is very high-density, install more APs with lower TX power settings. 


Meraki high-density planning guide: https://documentation.meraki.com/Architectures_and_Best_Practices/Cisco_Meraki_Best_Practice_Design/Best_Practice_Design_-_MR_Wireless/High_Density_Wi-Fi_Deployments


Placement is very important to reduce negative effect of co-channel interference. When placing an access point you must consider 3D, not just along the horizontal plane, but above and below as well. The power of client devices is generally very low, and the power of access point must be similar to the devices connected, so coverage is symmetrical.


Access point placement: 

1. Access point should be securely mounted, ensuring it cannot move or fall. 
2. Always place access point in line of sight, if possible. 
3. Install access point below suspend ceiling, if possible. Should you require to place access point above the ceiling please make sure you place access point face down. 
4. Where possible, try to avoid mounting an AP against a wall, as most of the RF output will not be serving its intended purpose. APs with internal antennas are designed to be mounted on ceilings to provide 360-degree coverage. 
5. Never place access points on desks. 
6. Avoid installing access points in closets. 
7. Please be aware of sources of interference such as cordless phones, microwave ovens, Bluetooth devices etc. 
8. Metal objects reflect wireless signal. Do not place access points behind metal shelfs, metal doors and alike. 
9. Mr36H access points should use mounting brackets as required.




7.6 Configure access point details 

Management information for each device can be configured by drilling down on that particular device in the dashboard. 

To configure AP details: 
1. Navigate to Wireless -> Monitor -> Access points 
2. Select an access point 
3. Click Edit configuration 
4. Configure AP name using naming convention as per example below: 

Hotel Code – AP Number –Floor Number – Location 
First Floor: BAJEN-AP012-F01-R032 
Reception Ground Floor: BAJEN-AP001-F00-RECEPTION 
Basement: BAJEN-AP012-F-1-R002 
NB: naming conventions must be limited to 40 characters and contain only: 
Alphabet: A-Z (no special alphabet characters like á é í ó ú ü ä ö ñ etc. are allowed) 
Numeric: 0-9 
Special characters: / - _ ( ) [ ]




I HAVE REMOVED THE SECTION ON ADDING AP GPS LOCATION FLOORPLANS

7.8 SSID configuration 
To configure the SSID for the hotel, simply navigate to the Wireless -> Configure -> SSIDs. 
1. Navigate to Wireless -> Configure -> SSIDs 
2. Click rename to configure the SSID1 as IHG ONE REWARDS Free WI-FI 
3. This should always be configured on SSID1 
4. Ensure it is enabled 


“IHG ONE REWARDS Free WI-FI” is the main authorised SSID for the guest Wi-Fi network. 
Any variations or changes to this must be first approved by the IHG Connect Team. 

If the hotel has a conference group requesting their own SSID, the hotel should utilise Access Code Manager. Additional SSIDs, other than “IHG ONE REWARDS Free WI-FI” will not be allowed unless approved by the IHG Connect Team.

The “Wi-Fi Auto Connect” SSID required for automatic connections for IHG loyalty members is also authorised. 

If there is a need for more SSIDs, the IPSK configuration using group policies must be configured.




7.9 Wireless access configuration 

By navigating to the Wireless -> Configure -> Access Control tab, you can configure any wireless security settings, splash page configurations, VLAN tagging, minimum bitrate configurations and band selection. 
The splash page related configurations will already be configured by IHG as part of the network creation process for the “IHG One Rewards Free W-FI” SSID. However, you need to understand  these settings in case you need to configure another SSID.

The configuration should look like this:
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7.10 Firewall & traffic shaping 

The Meraki MR Access Point have built in Layer 3 and Layer 7 Firewall and Layer 7 traffic shaping capabilities. It is possible to configure firewall and traffic shaping rules on the MR as opposed to the MX for the wireless clients connecting to the network. 
For locations with wireless access only, this would be recommended to block traffic at the edge of the network.


To configure client isolation between wireless clients while the AP is configured in bridge mode: 

1. Navigate to Wireless -> Configure -> Firewall and Traffic shaping 
2. Select the SSID from drop down menu – IHG ONE REWARDS Free WI-FI 
3. Under Block IPs and ports and Outbound rules, ensure that Deny Local LAN is active to prevent clients from being able to communicate with one another 
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7.11 Radio settings 

1. Navigate to Wireless -> Configure -> Radio Settings and select RF Profiles 
2. Create a new profile from scratch called IHGConnect RF Profile (for indoor APs) 

[image: ]


3. Assign the following settings 
[image: ]


4. Band selection -> enable dual band operation and band steering 
5. Minimum bitrate configuration -> Per band 
6. Client balancing -> Off 

7. 2.4 GHz radio settings: 

a. Channel assignment method -> leave as default 1, 6 and 11 
[image: ]

b. Radio transmit power range (dBm) -> set at 9 to 12 
c. Minimum bitrate -> set to 12 
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8. 5 GHz radio settings 
a. Channel width -> Manual 
b. Manual 5 GHz channel width -> 20 MHz (17 channels) 
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c. Channel assignment method -> Change the 5 GHz channels used by AutoChannel and include 12-16 channels (channel availability will vary by country) but avoid those listed as weather radar. 
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d. Radio transmit power range (dBm) -> set to 17 


e. Minimum bitrate -> set to 12 
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f. Save the profile to return to the RF Profile screen. 
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g. Under Basic Indoor profile, click Change Default Profile 


h. Choose the new IHGConnect RF Profile and click Review changes. 
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i. Next click Apply changes, which will assign the profile to all access points and set the IHGConnect profile as the new default indoor profile. 
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j. If required repeat this to create an IHGConnect Outdoor profile. 





High density configuration

IMPORTANT: for very high-density areas, it may be necessary to turn off some 2.4 GHz radios to reduce RF interference. This might be common in meeting areas where there are a dense number of APs to support high client density and with in-room AP deployments where more fine-tuning may be required. 

RF Interference can be validated by browsing the Wireless -> Monitor -> RF spectrum 

Please make sure that adjustments are made to the 2.4 GHz broadcasts before leaving site; some APs will need to be powered down, manually channel set or switched off to ensure the band is still usable for guests and other hotel devices.
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8. Splash page configuration – IHG EDGE

The EDGE splash page requires an interface into the PMS which is now mandatory for all hotels and included in the brand standards. To get started, introduce the hotel IT contact by emailing edge.emeaa@ihg.com and request the IHG Edge hotel connectivity form that needs to be filled out by the hotel IT/MSP and returned to IHG before scheduling in the interface installation.


9. Meraki port profiles 

MR port profiles is a feature delivered via the dashboard to set configuration of the LAN ports on Meraki MR36H access points. The AP port profile maps an SSID to an ethernet port on the access point. 

The configuration page can be accessed either on the AP’s Ports tab or navigating to: 
Wireless -> Configure -> Port Profiles


Configuring an AP Port Profile 

Create a new profile by clicking the Create new profile button or select an existing profile to adjust the configuration. Enable the ports via the tick boxes, name the port for future reference, and select the SSID intended to be extended to wired devices on each.
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9.1 Applying an AP port profile. 

The AP port profile that is currently configured can be viewed and changed on the details page under the summary tab. When an AP is initially added to the dashboard, the default AP port profile will be applied. Only one default profile is needed, no additional configuration is necessary. 

In most cases, it is common for a main AP port profile to be configured across all APs. Setting an AP port profile as the "Default" will configure all APs that don't have an existing override to inherit the default profile.
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Please navigate to Wireless -> Configure -> Port profile -> Assign APs page in order to bulk update the override configuration for the port profiles. Check the box next to each AP to assign a new profile or restore back to the default.

[image: ]

We recommend that when assigning switch ports to wired services, you do so in sequential order starting with port 1.


9.2 Wired only SSID 

Any SSID can be mapped to a wired port even if it is not intended to serve wireless clients. SSIDs that are disabled become "wired only" when selected by a port profile. "Wired only" is an SSID mode that disables wireless connectivity, only allowing for wired connectivity. To remove wired access from a "wired only" SSID, the SSID must be removed from the AP port profiles.

[image: ]

Configuration using example data: 
1. Create new SSID called IPTV 
2. You can leave the network disabled for now. 
3. Association requirements - Open (no encryption) 
4. Client IP assignment - Bridge mode: Make clients part of the LAN 
5. VLAN tagging – use VLAN tagging 
6. Create VLAN 3000 with IP address 192.168.2.2/23 

[image: ]

Assign VLAN 3000 to the IPTV network in the SSID settings page.
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7. Assign the IPTV SSID to AP Port Profile and name the ports. 
8. The SSID will be activated on the port profile as wired only. 

Important - test the configuration.










10. Network wide configuration 

10.1 Local administrators 
In some instances, it may be necessary to add local administrators for a particular hotel. 
Available privileges include full access, read only access, or monitor mode access where local administrators or hotel management have visibility into some of the analytics. 

To request a user, please email IHGConnectEMEAA@ihg.com 

Due to data privacy legislation and liability issues this needs to be agreed before any external party has access to any IHG Connect Meraki ORG. Partners should not under any circumstances add users to hotel networks. 

10.2 Alerts 

There are a variety of alerts that can be triggered from the dashboard and sent via email or SMS. Alerts for the MX Security Appliance, MS Switches, and MR Access Points can all be configured on the Alerts & administration page. 
All alerts must be set to a 5-minute minimum to meet IHG Service Level Agreements. Please configure as required and include integrator support email addresses in each field.




11. Implementation best practices

· Switch port isolation enabled
· Firewall rules applied
· No more than 3 SSIDs
· RF profiles applied
· AP TX power limited
· VLANs pruned
· Firmware up to date at installation

In instances when port isolation cannot be applied because of network service, hardware limitation or switch configured as a cross stack member, please apply Access Control List (ACL) as per below screenshot to restrict traffic between users on (wired) guest VLAN 1050. 

Navigate to Switching -> Configure -> ACL 

Default rule allow Any will be added automatically. 
Rule 1: Allow traffic to reach default gateway 
Rule 2: Allow return traffic 
Rule 3: Deny guest to guest traffic 
Default rule allow any will be added automatically 

Save.
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11.5 Air Marshal 

Meraki’s cloud managed wireless access points come equipped with Air Marshal, a built-in wireless intrusion detection and prevention system (WIDS/WIPS) for threat detection and attack remediation. APs configured in Air Marshal mode will scan their environment in real-time and take pre-emptive action based on intuitive user-defined preferences. Air Marshal triggers alarms and automatically contains malicious rogue APs. 

Wireless > Monitor > Air Marshal > Configure 

Please configure Air Marshall as per the settings below:
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12. IHG Connect team help & support 

Should you require further assistance, please contact the IHG Connect EMEAA team IHGConnectEMEAA@ihg.com or for the splash page the IHG EDGE team EDGE.EMEAA@ihg.com








IHG Connect network configuration guidelines – Aruba

Aruba quick start config guide to be inserted here









 IHG Connect EDGE PMS Interface Hotel Setup Guide

IHG Connect MX Firewall Changes 
TO BE COMPLETED BY MSP 
1. Create a new Local VLAN under Security Appliance > Addressing & VLANs > Routing > Add VLAN 

VLAN details are as follows: 
· • Name: AWS-PMS 
· • Subnet: 192.168.188.0/24 
· • Meraki MX Security Appliance IP: 192.168.188.251 
· • VLAN ID: 999 
· • Group Policy: None 

Once added it will appear in the VLAN list as below:
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2. Create a new Static Route under Security Appliance > Addressing & VLAN > Routing > Routes > ‘ADD a Static Route’ 

· • Enabled: Yes 
· • Name: AWS-PMS-Route 
· • Subnet: PMS network (Provided by hotel IT) 
· • Next hop IP: 192.168.188.221 
· • Active: Always 
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3. Check whether there is an available LAN port on the Meraki MX Security Appliance to connect to the Hotel Admin Firewall – The Standard is Port 4 or 5 
If MX port is available: 
• Update “Per-port VLAN configuration” under Security Appliance > Addressing & VLANs > Routing o Set VLAN 999 (AWS-PMS) as the Native VLAN for port 4 or 5 as below. 
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If ports 4 and 5 on the Meraki MX Security Appliance are NOT available:

o Extend VLAN 999 (AWS-PMS) to a downstream Meraki MS switch 
o Allocate port on downstream switch and assign VLAN 999 (AWS-PMS) to the port. 


Hotel Admin Firewall Changes 
TO BE COMPLETED BY HOTEL IT 
To enable communication from the PMS IFC to IHG Connect we will require configuration changes to be made to the Hotels Back Office admin Firewall. 
This is a general guide to what Firewall configuration changes need to be made and may vary dependent on the Firewall being used. 
1. Create a new VLAN with the name ‘PMS-IHGConnect” 

Settings for new VLAN are as follows: 
· • Subnet: 192.168.188.0/24 
· • Gateway: 192.168.188.221 
· • VLAN ID: 999 

2. Create a new Static Route as follows: 
• Name: (AWS-Route) 
• Subnet: 172.31.250.0/24 
• Gateway: 192.168.188.251 

3. Create new Firewall Rules as follows: 

Source: Allow 192.168.188.251/32,172.31.250.0/24 Any 
Destination: (IP of IFC Server) TCP & UDP 5016,5017,5018


Source: Allow (IP of IFC Server) Any 
Destination: 192.168.188.251/32,172.31.250.0/24 TCP & UDP 5016,5017,5018

Source: Allow 192.168.188.251/32,172.31.250.0/24 Any 
Destination: (IP of IFC Server) ICMP

Source: Allow (IP of IFC Server) Any 
Destination: 192.168.188.251/32,172.31.250.0/24 ICMP

Reminder that all these rules must be in place for successful interface traffic flow.


Once the above configuration has been completed we need to assign VLAN 999 to a dedicated physical interface port on the Hotel Admin Firewall. This port will be used to connect from the hotel Admin Firewall to the IHG Connect Meraki MX.




MX Security Appliance to Hotel Admin Firewall Connection TO BE COMPLETED BY MSP & HOTEL IT 
1. Connect a cable between the port on the Hotel Admin Firewall that has been configured on VLAN 999 to the port on the IHG Connect MX that has been configured on VLAN 999. 

2. Once the cable is installed we can now test connectivity. 

· • To test the connection from the IHG Connect Meraki MX go to: Security & SD WAN > Appliance Status > Tools > enter IP 192.168.188.221 and click the PING button 
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· Once we have confirmed connectivity between the firewalls ask the hotel IT, to confirm IP addresses of the IFC Server, this is typically x.x.x.161 and ping this address from the IHG Connect Meraki MX. 

· • To test connectivity from the hotel to IHG Connect ping 192.168.188.251 from the IFC server. 
· • If ping fails, confirm the routes that were created in the Meraki MX Security Appliance are correct and the hotel Admin Firewall has also been configured correctly. 








 Access Code Manager (ACM)

Accessing the EDGE dashboard and ACM 

Using the credentials provided, log in to the EDGE dashboard
https://www.studio.ihg.com
From the menu, select Elements -> Access Code 
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 Navigation notes
 
· All access codes are accessible on this screen.
· If you have access to more than one hotel, you can select the specific property using the dropdown list.
· Below each of the columns is a search box, giving you the ability to search for a specific code.

[image: ]

Creating an access code

[image: ]
· From the main screen click on the green [image: ]  and a pop-up box will allow you to create the access code.
· To create a custom code, make sure the field is checked, otherwise it will generate a random code.
· Enter your custom code in the  [image: ]  field. 
· You can also adjust the bandwidth, duration, and the number of devices that can use the code.
· Select  [image: ]   to complete the access code creation.
· Note: The hotel property code is enabled as an access code by default and will take the guest wi-fi package defaults. This can be disabled on request or by an SME. Recreating this code will not overwrite the hardcoded access code. 
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	Name
	Details

	Property ID
	Indicates the property ID and cannot be edited

	Name
	An alpha numeric user-friendly name to identify the code.

	Start Date
	The first day when the access code will start working.

	End Date
	The last day the access code will work. 

	Unlimited usage
	If “No” is selected it starts the timer on the code immediately. 
For example, if you select Unlimited “No” and duration as “60” mins, 
the 60 mins timer starts once the first device logs on. 
If you’ve configured the code for multiple subscribers or devices, 
any additional device connecting to the session will be assigned whatever 
time is remaining based on when the first device logged in. 
The recommendation is that you set this field to “Yes” 
and then control the access code using the duration and validity dates.

	Duration (Mins)
	Enter the access code session duration in whole minutes. This must be a logical value.

	Bandwidth Upload (Mbps)
	Enter a whole number value. Maximum value cannot exceed 1000 (1Gb)

	Bandwidth Download (Mbps)
	Enter a whole number value. Maximum value cannot exceed 1000 (1Gb)

	Max Subscriber Count
	Enter a whole value of the number of codes you wish to be created 
or enter UNLIMITED if you are using a custom access code.

	Price
	This should always be 0 (zero) as the codes are complimentary 
and no charging mechanism has been setup.

	Custom Access Code
	Check the box and enter an alpha numeric value. 
The system does not support spaces, special characters or language specific letters. 
We recommend using guest friendly word like ONEREWARDS or the name of the city.











INSERT IPSK CONFIG GUIDE HERE















































This should be in general section not Meraki specific
IP addressing and VLAN assignment.

WE NEED TO DISCUSS THE VLANS AND SUBNETS as the previous guide has different ones


	Function
	Requirement
	IP Address
	VLAN 

	IHGConnect WiFi (Guest Wireless) 
	Mandatory 
	192.168.128.0/19 
	1000 

	IHGConnect Hardwired (if ports) (Guest Wired) 
	Mandatory 
	192.168.160.0/22 
	1050 

	EMSP-NetGate 
	Mandatory 
	192.168.188.0/24 
	999 

	Meraki MGMT (Renamed “AP MGMT” when VLAN 101 is used) 
	Mandatory 
	192.168.168.0/21 
	100 

	Switch MGMT (only used for deployments over 1000 APs) 
	Optional 
	192.168.176.0/23 
	101 

	Meeting Hardwired 
	Optional 
	192.168.164.0/22 
	1060 

	Business Center (if existing) 
	Optional 
	192.168.178.0/25 
	805 

	Parking 
	Optional 
	192.168.178.128/25 
	210 - 219 

	Open 
	Optional 
	192.168.179.0/24 

	TV 
	Optional 
	192.168.180.0/22 
	1100 - 1199 

	Guest Room Locks 
	Optional 
	192.168.184.0/22 
	1200 - 1299 

	Camera 
	Optional 
	192.168.189.0/24 
	1300 - 1399 

	Open 
	Optional 
	192.168.190.0/23 

	Custom Meeting VLANS (Approval Required) 
	Optional 
	192.168.200.0/21 
	220 - 229 

	Energy 
	Optional 
	192.168.208.0/21 
	1400 - 1499 

	Lighting 
	Optional 
	192.168.216.0/21 
	1500 - 1599 

	Room Phones 
	Optional 
	192.168.224.0/22 
	1600 -1699 

	Bartech 
	Optional 
	192.168.228.0/22 
	1700 - 1799 

	Shops 
	Optional 
	192.168.232.0/22 
	230 - 239 

	Rest 
	Optional 
	192.168.236.0/22 
	240 - 249 

	Management Controllers 
	Optional 
	192.168.240.0/24 
	250 - 259 

	A/V 
	Optional 
	192.168.241.0/24 
	260 - 269 

	Music 
	Optional 
	192.168.242.0/24 
	270 - 279 

	Admin IP Phones 
	Optional 
	192.168.243.0/24 
	280 - 289 

	Elevator/Escalators 
	Optional 
	192.168.244.0/25 
	290 - 299 

	Open 
	Optional 
	192.168.244.128/25 

	Fire 
	Optional 
	192.168.245.0/24 
	300 - 309 

	Front Desk - Management System 
	Optional 
	192.168.246.0/24 
	310 - 319 

	Open 
	Optional 
	192.168.247.0/24 

	Maintenance 
	Optional 
	192.168.248.0/23 
	320 - 329 

	Security 
	Optional 
	192.168.250.0/23 
	330- 339 
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Switch firmware ‘The switches in this network are configured to run the latest available firmware.
Reschedule the upgrade to: at CET

Perform the upgrade now

Upgrade as scheduled
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Network access

Association @ Open (no encryption)
requirements Any user can associate

O Pre-shared key (PSK)
Users must enter a passphrase to associate

O MAC-based access control (no encryption)
RADIUS server is queried at association time

O Enterprise with Meraki Cloud Authentication v
User credentials are validated with 802.1X at association time

O Identity PSK with RADIUS
RADIUS server is queried at association time to obtain a passphrase for a device based on its MAC address

O Identity PSK without RADIUS
Devices are assigned a group policy based on its passphrase




image39.png
Splash page

None (direct access)
Users can access the network as soon as they associate

Click-through
Users must view and acknowledge your splash page before being allowed on the network

Sponsored guest login
Guests must enter a valid sponsor email and own email address before being allowed on the network

Sign-on with [my RADIUS server 2

Users must enter a username and password before being allowed on the network

Sign-on with SMS Authentication
Users enter a mobile phone number and receive an authorization code via SMS.
After a trial period of 25 texts, you will need to connect with your Twilio account on the Network-

Cisco Identity Services Engine (ISE) Authentication &
Users are redirected to the Cisco ISE web portal for device posturing and guest access

Systems Manager Sentry enroliment @
Only devices with Systems Manager can access this network

Billing (paid access) &
Users choose from various pay-for-access options, or an optional free tier
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RADIUS for splash page

RADIUS accounting

IP addresses

Failover policy

Load balancing policy

# Host Port Secret Status

1 | RadiusLB-3929376b7b | 1812

Add a server

The Meraki cloud must be able to communicate with your RADIUS servers via the Internet.
Please make sure that:

1. Your RADIUS servers have public IP addresses (i.e., they are reachable on the Internet).
2. Your firewall, if any, allows incoming traffic to your RADIUS servers.

3. You whitelist IP addresses as clients on your RADIUS server as per the firewall information page.

If none of your RADIUS servers are reachable, should clients be allowed to use the network?
@® Deny access
O Allow access

@ strict priority order
O Round robin

Actions

Test
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Network access control [ Disabled: do not check clients for antivirus software v |

(i)

Assign group policies by [Disabled: do not assign group policies automatically v
device type @

Gaptive portal strength
]

Walled garden @
Walled garden ranges 84jnvbol5d.execute-api.us-east-
1.amazonaws.com
9yIf58ydr7.execute-api.us-east-
1.amazonaws.com
ndjhalpcwk.execute-api.us-east-
1.amazonaws.com

*ihg.com

connect.edge.ihg.com

What do | enter here?

Simultaneous logins @ Allow simultaneous devices per user v

Controller disconnection  Login attempts on this SSID will be processed by the Meraki Cloud Controller. What should happen to new clients if your Internet uplink is down or the

behavior controller is otherwise unreachable?
O Open: devices can use the network without signing in, unless they are explicitly blocked
O Restricted: only currently associated clients and devices on the Allow list will be able to use the network

@ Default for your settings: Restricted
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Addressing and traffic

Client IP assignment

O NAT mode: Use Meraki DHCP
Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may communicate with devices
on the wired LAN if the SSID firewall settings permit.

© Bridge mode: Make clients part of the LAN
Meraki devices operate transparently (no NAT or DHCP). Wireless clients will receive DHCP leases from a server on the LAN or use static IPs. Use this
for wireless clients requiring seamless roaming, shared printers, file sharing, and wireless cameras.

O Layer 3 roaming
Clients receive DHCP leases from the LAN or use static IPs, similar to bridge mode. If the client roams to an AP where their original IP subnet is not
available, then the client’s traffic will be forwarded to an anchor AP on their original subnet. This allows the client to keep the same IP address, even
when traversing IP subnet boundaries.

O Layer 3 roaming with a concentrator
Clients are tunneled to a specified VLAN at the concentrator. They will keep the same IP address when roaming between APs.

O VPN: tunnel data to a concentrator
Meraki devices send traffic over a secure tunnel to an MX concentrator.

O Ethernet over GRE: tunnel data to a concentrator
Meraki devices send layer 2 traffic over a tunnel to an EOGRE concentrator creating a transparent ethernet bridge. Clients receive DHCP leases from
the LAN on the other end of the tunnel as in bridged mode.
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VLAN tagging ©

Bridge mode, ethernet over

‘GRE and layer 3 roaming only

VLANID & AP tags VLANID  Actions
All other APs | 1000
Add VIAN

Content filtering @ Don't filter content v

NAT mode only

Bonjour forwarding @ Disable Bonjour Forwarding v

Bridge mode and layer 3

roaming only

Mandatory DHCP ©
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RF spectrum

Search access points...

Name & Channels used Avg. channel utilization (2.4 GHz) Avg. channel utilization (5 GHz)
ANRCC-APO1-FOO-Entrance 1(2GHz), 44 (5 GHz) @ 12% - low @ 5% - very low
ANRCC-AP02-F00-BREAKFAST 6 (2 GH2), 48 (5 GHz) @ 11% - low @ 5% - very low
AANRCC-AP03-F00-Breakfast-Buffet? 1 (2 GHz), 40 (5 GHz) @ 17% - low, @ 4% - very low
aECHClenan | mbemobon  @wsoe  @soeyer
ANRCC-AP05-F00-Corridor RO10 6 (2 GH2), 36 (5 GHz) @ 10% - low @ 3% - very low
AANRCC-AP06-F00-Corridor. R012/013 (2 GH2), 36 (5 GHz) @ 14% - low @ 6% - very low
ANRCC-AP07-F00-Corridor_R014 11 (2 GHz), 48 (5 GHz) @ 15% - low @ 4% - very low
ANRCC-AP08-FO1-Corridor. R101/102 6(2GH2), 44 (5 GHz) @ 23% - low @ 2% - very low
AANRCC-AP10-FO1-Corridor. R105/106 6 (2 GH2), 36 (5 GHz) @ 15% - low @ 4% - very low

AANRCC-AP12-F01-Corridor R109 11(2 GHz), 48 (5 GHz) @ 23% - low @ 1% - very low
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@ Dashboard / B Access Codes

Name. “© Access Code Status

Banduwidth Upload (Kisps) Bandwidth Download (KGsps)

No data avalabiein table

how| v]entries

Fist  Predous  Ned  Last
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Add/Edit Access Codes

A
Property ID () Neme. Effective Until Date
7 Days Intemet Access 31/12/2025 o

Unlimited Usage Duration (Mins) Banduwicth Upload (Mbps)

Yes v 0a01 20
Bandwidth Download (Mbps)  Number Of Code Max Subscriber Count

2 1 UNLMITED
Price

o

Aceass Code

ONEREWARDS
1 Custom Access Code

submit LS




image71.emf

image72.emf

image73.emf

image74.png
@ Dashboard / & Access Codes

Becess Code.

Effactive Until Date

Banduwidth Upload (Kisps)

Bandwidth Download (Kbps)

7 Days Interret Access

Show[ v entries

ONEREWARDS

New

2025-12-31T2259:59.000

20480

20850

First

Previous.
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